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1. Packet communication protocol
1.1 The basic format of Protocol packet 
TCP or UDP communication is adopted between PC and device. Communication mode is request / response. Asking party to send command,and target response command result. The data format is HEX
Sender ( Responder（device）
Starting character + Data length + Device address + Device type + command + status + data + 
Verifying word + End character
Responder（device） ( Sender
Starting character + Data length + Device address + Device type + command + status + data + 

Verifying word + End character
Communication command format description as shown in table1-1
table1-1 Protocol packet parameter specification
	No
	Name
	Bytes
	Symbo
	Explain

	1
	start
	1
	START
	Start character, fixed:0x02

	2
	Data length
	2
	LENGTH
	The data length is equal to all the data lengths except the start character, the ending character, and the data length itself. 

data length = all data length -4

	3
	Device address
	6
	ADDRESS
	The MAC of Device 

	4
	Device Type
	1
	TYPE
	Identification of different types of device.accessAccess control equipment is fixed to ‘0x11’, The device type is shown in table 1-3

	5
	command
	2
	COMMAND
	Different functional communication commands are different

	6
	Return state
	1
	STATUS
	returns the status value, the sender fills the 0xFF with this parameter, and the device returns the status value as  table 1-2

	7
	Command data
	N
	DATA
	If the communication command does not require data, the field is empty.

	8
	Verifying word
	1
	CHECK
	XOR values for all bytes from the data length (including the data length) to before the checkword (excluding the checkword itself)。

	9
	End character
	1
	END
	The end byte is fixed to 0x03


Table 1-2, state return value and description
	状态值
	命令说明
	备注

	0x00
	Command success
	Normal command return

	0x01
	Invalid command
	This command is not supported on the device.

	0x02
	Invalid parameter
	Parameter values are not acceptable

	0x03
	Unable to sort download card. Please clear the card and try again. 
	Before sorting downloading, we need to empty all the card numbers in the device

	0x04
	The device address is wrong
	

	0x05
	No authority
	

	0x06
	Device damage
	

	0x07
	Command failed
	The command was not successfully executed

	0x08
	The acceptance of the command failed.
	

	0x09
	Insufficient FLASH space
	When the card is downloaded, the storage space of the device is not enough

	0x0A
	has no history record
	Before collecting historical records, you should query the number of record

	0x0B
	The device has not find the card
	No card information is available when querying whether a card exists in the device.

	0x0C
	has no new record
	When collecting historical records, it means that no historical records can be collected

	0xFF
	This instruction does not conform to the protocol specification or invalid
	


Note: if it is not the return value of the command, it is the data uploaded by the device. For example, when a two-dimensional code or card is swiped, its state value is the result of the device parsing the two-dimensional code or card. For example, when the card is swiped, the card does not exist in the device. When the card data is uploaded actively, the state bit value is 0x12, 0x12 - > 18, and the event name corresponding to the event number is illegal.
Table 1-3, device type value and description
	type
	Explain

	0x11
	Access control device

	0x20
	Elevator control device

	0X30
	Parking control device

	0x40
	Consumer machine

	0X51
	sender device

	0x81
	Bluetooth device


1.2 Data byte-format specification
a) multi byte data ：When data is composed of multiple bytes, the high byte is in the front and the lower byte is in the back。

For example, if the data length is 524 bytes and the hexadecimal is 0x020C, the two bytes of the data length field of the communication protocol are filled in as 020C, the high byte is before the low byte is after the principle 
b) the order of data byte from binary combinations is from lowest to highest
For example, remote door opening requires simultaneous control of door 1, gate 2, gate 4's output, and door 3 no action，Data protocol rules for a byte, a byte has eight binary bits, binary 1 for valid, 0 for invalid, then the command control bytes of the data bit order is like this, from the lowest bit of this byte to the highest bit, followed by gate 1, gate 2, gate 3, gate 4, control byte value is 0x0D, the binary value is 00001011. 
C）All examples, such as 0200B FF FF FF FF FF 113001 FF FF FF 03, these values are not strings, these values are to be converted to hexadecimal download, such as FF is 0xFF, not string "FF".
1.3 term definition
1． BCD code：
BCD（Binary-Coded Decimal‎）,The 4 digit binary numbers are used to represent the 10 numbers of 0~9 in the 1 digit decimal number，The device is 8421 BCD code。

2． Week program：
 According to a week, Sunday to Saturday, a total of seven days, each day can be divided into more than one time period, in the time period, can be in and out, not within the time period, is illegal access time, known 
as weekly programming。
2. detailed explanation of communication commands
2.1 Device initialization 0x3001

Functional description：
1) Device initialization restores to factory parameters, and after successful execution, all parameters restore to factory settings.

2) Device IP restores to192.168.1.15，net gate:192.168.1.1,Mask：255.255.255.0

3) All records are cleared,all cards are cleared
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x3001
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139961115
	6
	Real MAC address of device

	Type
	0x11
	1
	

	Command
	0x3001
	2
	

	Status
	0x00
	1
	0x00 Successful operation

	Check
	0x00
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 30 01 FF FF 03
Answer: 02 00 0B 00 81 39 96 11 15 11 30 01 00 01 03
2.2 Read the hardware version0x3100

Functional description：read the hardware version

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x3100
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x001F
	2
	

	MAC
	0x008139961115
	6
	Real MAC address of device

	Type
	0x11
	1
	

	Command
	0x3100
	2
	

	Status
	0x00
	1
	0x00 Successful operation 

	Data
	31 31 30 32 44 4C 38 30 30 4D 32 53 56 38 2E 32 2E 30 32 00
	20
	Data is ASCII value：1102DL800M2SV8.2.02，1102 Do not care about it，version：DL800M2SV8.2.02
Version number last byte 00 ，Indicate ’\0’, Identifying the end of a string

	Check
	0x00
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 31 00 FF FF 03
Answer: 02 00 1F 00 81 39 96 11 15 11 31 00 00 31 31 30 32 44 4C 38 30 30 4D 32 53 56 38 2E 32 2E 30 32 00 55 03
2.3 Setting device time 0x3200

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x001F
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x3200
	2
	

	Status
	0xFF
	1
	

	Data
	18 02 03 09 50 52
	6
	18-02-03 09:50:52

Time is 16 binary BCD code

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	Real MAC address of device

	Type
	0x11
	1
	

	Command
	0x3200
	2
	

	Status
	0x00
	1
	Successful operation

	Check
	0x16
	1
	XOR check

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 32 00 FF 18 02 03 09 50 52 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 32 00 00 16 03
2.4 Read device time 0x3300
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x3300
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	Real MAC address of device

	Type
	0x11
	1
	

	Command
	0x3300
	2
	

	Status
	0x00
	1
	Successful operation

	Data
	0x180203100409
	6
	18-02-03 10:04:09

	Check
	0x09
	1
	XOR check

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 33 00 FF FF 03
Answer: 02 00 11 00 81 39 21 21 86 11 33 00 00 18 02 03 10 04 09 09 03
2.5 Read run status 0x4100
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4100
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


3. Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	Real MAC address of device

	Type
	0x11
	1
	

	Command
	0x4100
	2
	

	Status
	0x00
	1
	Successful operation

	Data
	01 01 01 
00 00 00 
00 00 00 
00 00 00 
00 00 00
	15
	Door state：1 byte, low four bit effective
Exit button status: 1 byte, low four bit effective
Input state:1 byte, low 4 bit effective
Number of historical records:3bytes
Number of real-time records:3bytes
Number of temporary cards:3bytes
Number of sorting cards:3bytes

	Check
	0x09
	1
	XOR check

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 41 00 FF FF 03
Answer: 02 00 1A 00 81 39 21 21 86 11 41 00 00 01 01 01 00 00 00 00 00 00 00 00 00 00 00 00 75 03
Detailed description of Data：

1． Door state：1byte，Using binary as 8 bit，High four digit reservation，The low four represents the four door state，0 Door close ,1 Door open。For example,0x01，Using binary as 000 0001, Indicates that door 1 is open，Indicates that door 2-4 are close 
2． Exit button status :1byte，Using binary as 8 bit，High four digit reservation，The low four represents the four Exit button state，0 is close ,1 is open. For example 0x01，Using binary as 000 0001, Indicates that Exit button 1 is close，Exit button 2-4 are open
3． Input status: 1byte，Using binary as 8 bit，High four digit reservation，The low four represents the four Input n state，0 is close  ,1 is open。Example: 0x01，Using binary as 000 0001, Indicates that Input1 is Close，Input2-4 are open
4． Number of historical records::3byptes，he high byte is in front and the lower byte is behind,for example:0x001001=4097 
5． Number of real-time records: 3byptes，he high byte is in front and the lower byte is behind,for example:0x000001
6． Number of temporary cards：3byptes，he high byte is in front and the lower byte is behind,for example:0x000001
7． Number of sorting cards: 3byptes，he high byte is in front and the lower byte is behind,for example:0x000001
2.6 Setting Network parameters 0x5400
Functional description：

1）etwork parameters include：IP、 MAC、Gate、Mask、Device UDP Server Socket’s Port
2）When setting the device network parameters, make sure that the MAC address of the original device is correct.
The command takes the original MAC address of the device as the identifier to set the network parameters, otherwise the command execution will be invalid
3) After successful setting, the device will automatically restart
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0025
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5400
	2
	

	Status
	0xFF
	1
	

	Data
	00 81 39 21 21 86
C0 A8 01 12
00 81 39 21 21 86 
C0 A8 01 01
FF FF FF 00
27 0E
	26
	1. Original MAC：6bytes

2.New IP:4bytes

3. New MAC:6bytes

4. New Gate:4bytes

5. New Mask:4bytes

6. New UDP Server Port:2bytes

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5400
	2
	

	Status
	0x00
	1
	Successful operation

	Data
	00 81 39 21 21 86 C0 A8 01 12 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E
	26
	The parameter data is returned to check the setting value 

	Check
	0x9B
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 25 FF FF FF FF FF FF 11 54 00 FF 00 81 39 21 21 86 C0 A8 01 12 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E FF 03   
Answer: 02 00 25 00 81 39 21 21 86 11 54 00 00 00 81 39 21 21 86 C0 A8 01 12 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E 9B 03
2.6 Read Network parameters 0x5500
Functional description：
If you do not know the device IP, through UDP broadcast, the command will be sent to the LAN, IP broadcasting address is 255.255.255.255.255.255, port 9998, at this time, all the same type of devices in these LAN, will send own network parameters to PC.

 Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5500
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0033
	2
	

	MAC
	0x008139212186
	6
	Device MAC

	Type
	0x11
	1
	

	Command
	0x5500
	2
	

	Status
	0x00
	1
	successful

	Data
	C0 A8 01 10 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E 31 31 30 32 44 4C 38 30 30 4D 32 53 56 35 2E 33 2E 30 39 00 
	40
	IP：4bytes

MAC:6bytes

Gate:4bytes

Mask:4bytes

Port:2bytes

Version:20bytes

	Check
	0x09
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 55 00 FF FF 03
Answer: 02 00 33 00 81 39 21 21 86 11 55 00 00 C0 A8 01 10 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E 31 31 30 32 44 4C 38 30 30 4D 32 53 56 35 2E 33 2E 30 39 00 F7 03
2.8 Setting Open delay Time 0x4A00
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A00
	2
	

	Status
	0xFF
	1
	

	Data
	0x0A 0B 0C 0D 
0xFF FF FF FF
	8
	Door1 Delay,1byte, Range:0-255s
Door2 Delay,1byte, Range:0-255s
Door3 Delay,1byte, Range:0-255s
Door 4 Delay,1byte, Range:0-255s
reserve：4bytes

Door 1:10s, Door 2：11s,

Door 3:12s, Door 4：13s

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A00
	2
	

	Status
	0x00
	1
	

	Check
	0x6E
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 13 FF FF FF FF FF FF 11 4A 00 FF 0A 0B 0C 0D FF FF FF FF FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 4A 00 00 6E 03 
2.9 Read Open DelayTime 0x4B00
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B00
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A00
	2
	

	Status
	0x00
	1
	

	Data
	0A 0A 0A 0A FF FF FF FF
	8
	Door1 DelayTime,1byte,10s
Door 2 DelayTime,1byte,10s
Door 3 DelayTime,1byte,10s
Door 4 DelayTime,1byte,10s
FFFFFFFF Reserve：4bytes

	Check
	0x87
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 00 FF FF 03
Answer: 02 00 13 00 81 39 21 22 75 11 4B 00 00 0A 0A 0A 0A FF FF FF FF 87 03
2.10 Enable alarm after door opening timeout.0x5E00
Functional description：If the door doesn't close properly during the opening delay after the control opens, an alarm record will be generated when the function is activated
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5E00
	2
	

	Status
	0xFF
	1
	

	Data
	0x03
	1
	1byte, Low four position 1-4，1 is Enable，0 is disable.0x0F(0000 0011，(0011) Door1-2 Enable Alarm after door opening timeout，Door3-4 disable Alarm after door opening timeout，High four digit reservation。

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5E00
	2
	

	Status
	0x00
	1
	

	Check
	0x7A
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 5E 00 FF 03 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 5E 00 00 7A 03
2.11 Read door opening timeout alarm 0x5E01
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5E01
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5E01
	2
	

	Status
	0x00
	1
	

	Data
	0x01
	1
	Door 1 Enable timeout alarm

	Check
	0x7B
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 5E 01 FF FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 5E 01 00 01 7B 03
2.12 Set alarm output delay time 0x4A01
Functional description：When setting the output delay of the alarm relay, the device has not only the output function of the door lock relay, but also the output function of the alarm relay. No alarm relay output device, no this function。

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A01
	2
	

	Status
	0xFF
	1
	

	Data
	0x0014001400140014 
	8
	Alarmout1DelayTime,2byte,0-65535s
Alarmout 2 DelayTime,2byte,0-65535s
Alarmout 3 DelayTime,2byte,0-65535s
Alarmout 4 DelayTime,2byte,0-65535s

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A01
	2
	

	Status
	0xFF
	1
	The state does not change back, this command is invalid in this device

	Data
	0x0014001400140014
	8
	

	Check
	0x88
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 13 FF FF FF FF FF FF 11 4A 01 FF 00 14 00 14 00 14 00 14 FF 03
Answer: 02 00 13 00 81 39 21 21 86 11 4A 01 FF 00 14 00 14 00 14 00 14 88 03  
2.13 Read alarm output delay time 0x4B01
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B01
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A01
	2
	

	Status
	0xFF
	1
	The state does not change back, this command is invalid in this device 

	Data
	0x0014001400140014
	8
	

	Check
	0x88
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 01 FF FF 03

Answer: 02 00 0B 00 81 39 21 21 86 11 4B 01 FF FF 03
2.14 Set type of door lock 0x4A03
Functional description：

1）The type of door lock is divided into two types, one is the power-off lock for the open lock, known as the power-off lock, but also the safety channel must be configured door lock, commonly used are magnetic lock and plug lock
2）the purpose of this function is to set up some electronic locks, power-on time can not exceed 8 seconds, more than 8 seconds, will directly burn the lock coil. In some projects, this is the use of electronic locks, worried that some operators misoperation, may directly burn off all the locks of a project。
3）At present, the default setting of the one machine is power outage lock, and the default time is 3 seconds；The control board is generally used in the case of the gate, the default is currently power-on lock, unlock the default time is 0.3 seconds
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A03
	2
	

	Status
	0xFF
	1
	

	Data
	0xF0
	1
	1byte, Low four for door1-4，0 is power off lock，1 is power on lock0xF0(1111 0000，(0000)Door1-4power off lock，High four digit reservation

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A03
	2
	

	Status
	0x00
	1
	

	Check
	0x6D
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 4A 03 FF F0 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 4A 03 00 6D 03
2.15Read Lock type 0x4B03
Functional description： 

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A03
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A03
	2
	

	Data
	0x01
	1
	

	Status
	0x00
	1
	

	Data
	0x0F
	1
	0x0F(0000 1111)
Lock1-4 is power on lock
0x01(0000 0001)

lock1Power on,Lock2-4 power off
0x03(0000 0011)

lock1-2 Power on,Lock3-4power off
0x0C(0000 1100)

Lock1-2power off,lock3-4 power on
1 is power on lock
0 is power off lock

	Check
	0x6E
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 4B 03 FF FF 03
Answer: 02 00 0C 00 81 39 21 22 75 11 4B 03 00 0F 94 03
2.16 Remote open door 0x5000
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5000
	2
	

	Status
	0xFF
	1
	

	Data
	0x03
	1
	1byte, Low 4bit is  output 1-4，1 is valid，0 is invalid
0x03(0000 0011，(0011)open output 1-2

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5000
	2
	

	Status
	0x00
	1
	

	Check
	0x74
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 50 00 FF 03 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 50 00 00 74 03
2.17 Remote door opening with user data 0x5005
Functional description：When the door is opened remotely, the user data is returned as it is, so that the user can judge which data or person opened the door
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0015
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5005
	2
	

	Status
	0xFF
	1
	

	Data
	01 31 32 33 34 35 36 37 38 39
	10
	1) 1byte, Low 4bit is  output 1-4，1 is valid，0 is invalid
2)User-data: 31 32 33 34 35 36 37 38 39 is string ”123456789”

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0015
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5005
	2
	

	Status
	0x00
	1
	

	Data
	01 31 32 33 34 35 36 37 38 39
	10
	open state + user data

	Check
	0x5F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 15 FF FF FF FF FF FF 11 50 05 FF 01 31 32 33 34 35 36 37 38 39  FF 03
Answer: 02 00 15 00 81 39 21 21 86 11 50 05 00 01 31 32 33 34 35 36 37 38 39 5F 03
2.18 Remote door opening delay Time0x5006
Functional description：Open the door remotely with delay time, open the door after the completion of the command, with open the door delay time, this can flexibly control the output time of each lock. 
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0010
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5006
	2
	

	Status
	0xFF
	1
	

	Data
	01 00 06 00 06
	5
	1) 1byte, Low 4bit is  output 1-4，1 is valid，0 is invalid
2)Output delay time
Output1 Dalaytime:0x0006 seconds

Output2 Dalaytime:0x0006 seconds

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0015
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5005
	2
	

	Status
	0x00
	1
	

	Data
	01 00 06 00 06
	5
	

	Check
	0x5F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 10 FF FF FF FF FF FF 11 50 06 FF 01 00 06 00 06 FF 03
Answer: 02 00 10 00 81 39 21 21 86 11 50 06 00 01 00 06 00 06 68 03
2.19Door always open 0x5002
Functional description：Door always open command, the execution of the back door lock will be in always open state, need to use < restore door status > to restore to normal
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5002
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	1byte, Low 4bit is  output 1-4，1 is valid，0 is invalid



	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5001
	2
	

	Status
	0x00
	1
	

	Data
	00 00 00
	3
	reserve

	Check
	0x70
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 50 02 FF 01 FF 03
Answer: 02 00 0D 00 81 39 21 21 86 11 50 02 00 00 00 70 03
2.20 Restore door status 0x5601
Functional description：Door always open command, the execution of the back door lock will be in always open state, need to use < restore door status > to restore to normal
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5601
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	1byte, Low 4bit is  output 1-4，1 is valid，0 is invalid

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5601
	2
	

	Status
	0x00
	1
	

	Check
	0x73
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 56 01 FF 01 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 56 01 00 73 03
2.21 Remote close door 0x5001
Functional description：The remote door closing instruction is just clearing the delay time of the output. Note: The door must be closed by a door closer or other equipment to perform the action of closing the door。

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5001
	2
	

	Status
	0xFF
	1
	

	Data
	0x03
	1
	1byte, Low 4bit is  output 1-4，1 is valid，0 is invalid

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5001
	2
	

	Status
	0x00
	1
	

	Data
	00 00 00
	3
	

	Check
	0x70
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 50 01 FF 03  
Answer: 02 00 0E 00 81 39 21 21 86 11 50 01 00 00 00 00 70 03
2.22 Set open door password 0x4000
Functional description：A door can set 4 sets of passwords. The password can be opened directly by entering the password on the keyboard
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x004B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4000
	2
	

	Status
	0xFF
	1
	

	Data
	12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
	64
	A set of passwords is 4 bits by default，2bytes，A door, four sets of passwords, a total of 8 bytes。The password is composed of two digits .

it is BCD code。
Door 1password：4 sets of passwords, 8 bytes
Door2password：4 sets of passwords, 8 bytes
Door 3password：4 sets of passwords, 8 bytes
Door 4password：4 sets of passwords, 8 bytes
32 byte reservation

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4000
	2
	

	Status
	0x00
	1
	

	Data
	00 00 00
	3
	reservation

	Check
	0x70
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 4B FF FF FF FF FF FF 11 40 00 FF 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 40 00 00 64 03
2.23 Read open door password 0x4B04
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B04
	2
	

	Status
	0xFF
	1
	

	Data
	12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
	64
	Door 1password：4 sets of passwords, 8 bytes
Door2password：4 sets of passwords, 8 bytes
Door 3password：4 sets of passwords, 8 bytes
Door 4password：4 sets of passwords, 8 bytes
32 byte reservation

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x004B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4000
	2
	

	Status
	0x00
	1
	

	Data
	00 00 00
	3
	reservation

	Check
	0xDB
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 04 FF FF 03
Answer: 02 00 4B 00 81 39 21 22 75 11 4B 04 00 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 12 34 56 78 11 22 33 44 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DB 03
2.24 Set menace password 0x4001
Functional description：Each door can be set a set of menace password, open password on the keyboard input menace password can be directly opened, and will produce an alarm output (need device to support the alarm output)
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x004B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4001
	2
	

	Status
	0xFF
	1
	

	Data
	77 88 77 88 77 88 77 88 00 00 00 00 00 00 00 00
	16
	A set of passwords is 4 bits by default，。

door1 menace password： a set 2byte 

door2 menace password： a set 2byte 

door3 menace password： a set 2byte门4 door4 menace password： a set 2byte
8 byte reservation

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4001
	2
	

	Status
	0x00
	1
	

	Check
	0x65
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 1B FF FF FF FF FF FF 11 40 01 FF 77 88 77 88 77 88 77 88 00 00 00 00 00 00 00 00 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 40 01 00 65 03
2.25 Read menace password 0x4B05
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x004B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B05
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4B05
	2
	

	Status
	0x00
	1
	

	Data
	77 88 77 88 77 88 77 88 00 00 00 00 00 00 00 00
	16
	door1 menace password： a set 2byte 

door2 menace password： a set 2byte 

door3 menace password： a set 2byte门4 door4 menace password： a set 2byte
8 byte reservation

	Check
	0x8A
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 05 FF FF 03
Answer: 02 00 1B 00 81 39 21 22 75 11 4B 05 00 77 88 77 88 77 88 77 88 00 00 00 00 00 00 00 00 8A 03
2.26 Set upload UDP server 0x4406
Functional description：
1） Upload UDP Server: Devices that communicate with TCP servers also support communication with UDP servers。The same data, such as IC card data upload, this data will be sent to both TCP server, but also to UDP server.
2）Device default UDP server IP:192.168.1.253, port: 18887
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4406
	2
	

	Status
	0xFF
	1
	

	Data
	00 C0 A8 01 FD 49 C7
	7
	reserve:1byte

UDP Server IP：4bytes
0xC0A801FD(192.168.1.253

port：2bytes
0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4406
	2
	

	Status
	0x00
	1
	

	Check
	0x66
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 44 07 FF C0 A8 01 FD 49 C7 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 44 06 00 66 03
2.27 Read upload UDP server 0x4B16
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B16
	2
	

	Status
	0xFF
	1
	

	Data
	00 C0 A8 01 FD 49 C7
	7
	reserve:1byte

UDP Server IP：4bytes

0xC0A801FD(192.168.1.253

port：2bytes

0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4406
	2
	

	Status
	0x00
	1
	

	Check
	0x66
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 44 07 FF C0 A8 01 FD 49 C7 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 44 06 00 66 03
2.28 Set upload TCP server 0x4407
Functional description：
1） the Uploading TCP server, the device is TCP CLIENT, when TCP communication, need to connect to the TCP Server, tell the device, which server to connect to TCP. Establish a TCP connection, you must specify the IP and port of the TCP server, so that the device can establish a TCP connection with the server, and after establishing a connection, you can communicate with the TCP server。
2） Device default TCP server IP:192.168.1.253, port: 18887
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4407
	2
	

	Status
	0xFF
	1
	

	Data
	C0 A8 01 FD 49 C7 FF
	6
	TCP serverIP：4bytes
0xC0A801FD(192.168.1.253

Server port：2 bytes
0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4407
	2
	

	Status
	0x00
	1
	


	Check
	0x67
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 44 07 FF C0 A8 01 FD 49 C7 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 44 07 00 67 03
2.29 Read TCP server’s parameters 0x4B17
Functional description：
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B17
	2
	

	Status
	0xFF
	1
	

	Data
	C0 A8 01 FD 49 C7 FF
	6
	TCP serverIP：4bytes

0xC0A801FD(192.168.1.253

Server port：2 bytes

0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4B17
	2
	

	Status
	0x00
	1
	

	Data
	2F 64 15 4E 
49 C7
	
	TCP server IP

TCP server port

	Check
	0x0F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 17 FF FF 03
Answer: 02 00 11 00 81 39 21 22 76 11 4B 17 00 2F 64 15 4E 49 C7 0F 03
2.30 Set upload UDP recording server 0x4408
Functional description：
1）Upload UDP Recording Server: This server originally refers to the server that uploads device’s records. The function of this server has been weakened. With WIFI function, UDP server replaces UDP Recording Server. There is no special functional requirement. You can either ignore this server or use this server parameter device as UDP server. equally
2）Device default UDP recording server IP:192.168.1.253, port: 18887
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4408
	2
	

	Status
	0xFF
	1
	

	Data
	C0 A8 01 FD 49 C7
	6
	UDP recordong IP：4 bytes
0xC0A801FD(192.168.1.253

port：2bytes
0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4408
	2
	

	Status
	0x00
	1
	

	Check
	0x68
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 44 08 FF C0 A8 01 FD 49 C7 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 44 08 00 68 03
2.31 Read upload UDP recording server 0x4B18
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4408
	2
	

	Status
	0xFF
	1
	

	Data
	C0 A8 01 FD 49 C7
	6
	UDP recordong IP：4 bytes

0xC0A801FD(192.168.1.253

port：2bytes

0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4408
	2
	

	Status
	0x00
	1
	

	Check
	0x68
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 44 08 FF C0 A8 01 FD 49 C7 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 44 08 00 68 03
2.32 Set three servers as the same parameter 0x4415
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4415
	2
	

	Status
	0xFF
	1
	

	Data
	C0 A8 01 FD 49 C7
	6
	Server IP：4字节

0xC0A801FD(192.168.1.253

Port：2字节

0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4415
	2
	

	Status
	0x00
	1
	

	Check
	0x6F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 11 FF FF FF FF FF FF 11 44 15 FF C0 A8 01 FD 49 C7 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 44 15 00 6F 03
2.33 Read three-servers parameter 0x450A
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4508A
	2
	

	Status
	0xFF
	1
	

	Data
	C0 A8 01 FD 49 C7
	6
	Server IP：4bytes
0xC0A801FD(192.168.1.253

port：2bytes
0x49C7(18887

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4408
	2
	

	Status
	0x00
	1
	

	Data
	C0 A8 01 FD 49 C7 
C0 A8 01 FD 49 C7 
C0 A8 01 FC 49 C8
	18
	TCP IP&Port:6bytes

UDP IP&Port:6bytes

UDPR IP&Port:6bytes

	Check
	0x99
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 45 0A FF FF 03
Answer: 02 00 1D 00 81 39 21 22 75 11 45 0A 00 C0 A8 01 FD 49 C7 C0 A8 01 FD 49 C7 C0 A8 01 FC 49 C8 99 03
2.34 Real time upload of QR data 0x5506
Functional description：When scanning two-dimensional code, the device will directly upload the received two-dimensional code data to the IP and Port of TCP and UDP server.
设备主动上传命令

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0038
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5506
	2
	

	Status
	0x00
	1
	0x00:The device can not resolve the two-dimensional code, and then upload it directly to the server. The server determines whether it is legal
0x46-0x50, The status of the device after analyzing the two-dimensional code，如0x46:“Two dimensional code has been opened”，0x47: “Not enough times”，see table 2-1 for details

	Data
	01 
68 74 74 70 73 3A 2F 2F 75 2E 77 65 63 68 61 74 2E 63 6F 6D 2F 4D 48 52 76 59 52 66 7A 36 79 69 76 52 4E 4C 33 76 31 6B 76 57 78 38
	45
	Reader：1byte,01 Scanner 01，02Scanner 02, The general 01 Scan in, and the 02 Scan out
QR Data：N bytes, Data is represented by a two-dimensional code string ASCII value。

“https://u.wechat.com/MHRvYRfz6yivRNL3v1kvWx8”

	Check
	0x6B
	1
	

	End code
	0x03
	1
	


For Example:

Device upload: 02 00 38 00 81 39 21 21 86 11 55 06 00 01 68 74 74 70 73 3A 2F 2F 75 2E 77 65 63 68 61 74 2E 63 6F 6D 2F 4D 48 52 76 59 52 66 7A 36 79 69 76 52 4E 4C 33 76 31 6B 76 57 78 38 6B 03
Table 2-1, Event No. and event name
	No.
	Event Name
	No
	Event Name
	No
	Event Name
	No
	Event Name
	No
	Event Name

	0
	SwipeCardOpen
	1
	RemoteOpen
	2
	DualCardOpen
	3
	PasswordOpen
	4
	DuressPasswordOpen

	5
	InputSignalOpen
	6
	PrimaryCardOpen
	7
	ExitButtonOpen
	8
	DoorBeclosed
	9
	IllegalEnter

	10
	EnterSwipeCard
	11
	OutSwipeCard
	12
	TheStaffHasLeft
	13
	TimeLimit
	14
	InvalidPassword

	15
	InvalidDualCard
	16
	EmergencyOpen
	17
	NoBrushPrimary
Card
	18
	IllegalCards
	19
	DualCardSwipe

	20
	DoorDelayTimeOut
	21
	Duress Alarm
	22
	MultiCard combination is correct
	23
	CardExpired
	24
	InterlockingLimited

	25
	AlwaysOpenDoor
	26
	RemoteClose
	27
	UrgentOpen
	28
	UrgentClose
	29
	DoorIsClosedUrgently

	30
	AlwaysCloseDoor
	31
	RecoverDoorStatus
	32
	3 CardSwipeCard
	33
	4 CardSwipeCard
	34
	5 CardSwipeCard

	35
	3 CardIsInvilid
	36
	4 CardIsInvilid
	37
	5 CardIsInvilid
	38
	3 CardOpen
	39
	4 CardOpen

	40
	5 CardOpen
	41
	1 CardConfirmOpen
	42
	2 CardConfirmOpen
	43
	3 CardConfirmOpen
	44
	4 CardConfirmOpen

	45
	5 CardConfirmOpen
	46
	RepeatSwipeCard
	47
	CardExpired
	48
	RemoteConfirmOpen
	49
	WaitingforPassword

	50
	SystemNormalState
	51
	SystemIsFull
	52
	SystemOverMan
	53
	StaffHaveEntered
	54
	AreaError

	55
	DoubleOpenRecovery
	56
	DoublecloseRecovery
	57
	HandBoxDoubleOpen
	58
	HandBoxDoubleClose
	59
	HandBoxOpenDoor

	60
	HandBoxReset
	61
	LatchTongueError
	62
	LockErrorRecovery
	63
	DeletedCard.
	64
	KeyOpenDoor

	65
	RequestIntercom
	66
	AutomaticAddCard
	67
	RepeatEntry
	68
	RepeatOut
	69
	EffectiveDateInvalid

	70
	Q.R.Open
	71
	Q.R.TimesNotEnough
	72
	Q.R.Expired
	73
	Q.R.StartDateError
	74
	MAC.Mismatch

	75
	ProjectNo.Error
	76
	BuildingNo.Error
	77
	EncryptionKey IncorrectIncorrect
	78
	Q.R.LengthError
	79
	Q.R.DeviceExpired

	80
	MAC. QuantityError
	81
	Q.R.OtherErrors
	82
	FloorNo.Error
	83
	RoomNo.Error
	84
	FlatNo.Error

	85
	Q.R.TimeLimit
	86
	reserve
	87
	Reserve
	88
	Reserve
	89
	Reserve

	90
	CardTimerNotEnnumber
	91
	InputFfailure
	92
	DeviceBlacklistCard
	93
	DeviceLossCard
	94
	BlacklistCard

	95
	LossCard
	96
	CardTypeError
	97
	Reserve
	98
	Reserve
	99
	Reserve


2.35 Real time upload of card Series 0x5525
Functional description：
1. When the IC or ID card is swiped, the device will directly upload the received card series to the configured TCP and UDP servers.

2.if card series is 00 00 00 00，Indicates that this event is not a card event
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0038
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5525
	2
	

	Status
	0x12
	1
	Status value
0x12(18, Illegal card

	Data
	01 
07 B0 E6 4D
	45
	readerNo.：1byte
Card serial number：4 bytes

	Check
	0x40
	1
	

	End code
	0x03
	1
	


For Example:

Device upload: 02 00 10 00 81 39 21 21 86 11 55 25 12 01 07 B0 E6 4D 40 03
2.36 Record active uploads 0x4511
Functional description：
2）Records will be uploaded to TCP and UDP servers automatically, and the server must confirm the response with 0x4512,If not, the device will upload the same batch of records next time.
3）This instruction uploads a maximum of 20 records at a time.
4）if your software get 0x4512 from the device,  yor software doesnot care 0x4512 command

the device just tells the software that it has received the 0x 4512 command, and at this time，the software cannot return the 0x 4512 command to the device. Otherwise, the device immediately returns 4512 command to the software…and then,the software and the device will send and receive 0x4512 command crazily. Finally, the device will be restart, and then they will enter this cycle again soon
upload command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0050
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4511
	2
	

	Status
	0x00
	1
	

	Data
	04
00 00 00 00
18 02 04 16 29 10 
01 
00
39 21 21 86 08 
00 00 00 00 18 02 04 16 29 10 01 01 39 21 21 86 09 00 00 00 00 18 02 04 16 29 11 01 00 39 21 21 86 08 00 00 00 00 18 02 04 16 29 11 01 01 39 21 21 86 09
	69
	quantity:1byte,04(4 records
record：17bytes*4=68bytes

Record contains：

1.Card series number：4bytes

2.Time：6bytes

3.Event number:1bytes,
4.ReaderNo.: 1bytes

5.Reserve:5bytes



	Check
	0x40
	1
	

	End code
	0x03
	1
	


For Example:

Device upload: 02 00 50 00 81 39 21 21 86 11 45 11 00 04 00 00 00 00 18 02 04 16 29 10 01 00 39 21 21 86 08 00 00 00 00 18 02 04 16 29 10 01 01 39 21 21 86 09 00 00 00 00 18 02 04 16 29 11 01 00 39 21 21 86 08 00 00 00 00 18 02 04 16 29 11 01 01 39 21 21 86 09 2F 03
2.39 Record upload response 0x4512
Functional description：Received 0x4511 record upload command, and confirmed to receive the correct data, you need to send 0x4512 to the device to respond
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4512
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4512
	2
	

	Status
	0x00
	1
	

	Data
	04
	1
	Confirm that the 4 record is successful

	Check
	0x70
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 45 12 FF FF 03
Answer: 02 00 0C 00 81 39 21 21 86 11 45 12 00 04 70 03
2.40 Heartbeat information upload 0x4518

Functional description：

1）  Heartbeat means that when the server does not interact with the device, the device is on-line represented to the server by the <Heartbeat Active Upload > command
2） Heartbeat Upload contains device network parameters, version, device time, door  status, and number of records。

3） the heartbeat upload > upload to the TCP and UDP server every 30 seconds. If the door status changes, upload <Heartbeat Upload> immediately so that the server can get the door status in time。
device upload command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x003D
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4518
	2
	

	Status
	0x00
	1
	

	Data
	C0 A8 01 10 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E 
31 31 30 32 44 4C 38 30 30 4D 32 53 56 35 2E 33 2E 31 30 
18 02 04 16 55 31 
01 01 
00 00 00
	50
	1. network parameters：20bytes，

IP：4bytes+MAC:6bytes

+Gate:4bytes+Mask:4bytes+port:2bytes

2. Version:19bytes

Device type+ Number of doors:4bytes

version：15bytes

3．time：6bytes

4．Door status：2bytes

   Door status type：1byte
Timing upload:0x01，
Door change：0x02

HeartBeat:0x03

GroupTicket :0x08
Infrared status：

0x09(Infrare 1)0x0A(Infrare 2)

Door status:1byte,(0000 0000) Low 4 bits effective，Door1 is LSB
0 is door open，1 is door close
When counting for a group, this byte represents the number of personnel that the group has passed.
5. Number of records:3bytes 

	Check
	0x40
	1
	

	End code
	0x03
	1
	


For Example:

Device upload: 02 00 3D 00 81 39 96 11 15 11 45 18 00 C0 A8 01 12 00 81 39 96 11 15 C0 A8 01 01 FF FF FF 00 27 0E 31 31 30 32 44 4C 38 30 30 4D 32 53 56 38 2E 35 2E 30 38 18 06 22 10 44 39 01 03 00 00 06 AC 03
2.41 Heartbeat upload response 0x4508

Functional description：

1） When the server receives the device's 0x4518 < Heartbeat Upload >, it will return the heartbeat response command to the device's 0x4508 to let the device know that the server is connected to the device。

2） When the server sends the 0x4508 < Heartbeat Upload Response > command, the device will also respond to the command. The server should ignore the 0x4508.
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4508
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


3） Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4508
	2
	

	Status
	0x00
	1
	OK

	Check
	0x70
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 45 08 FF FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 45 08 00 69 03
2.42 Buzzer control 0x4A05

Functional description: The buzzer on the control device can turn off the buzzer or let the buzzer ring several times
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A05
	2
	

	Status
	0xFF
	1
	

	Data
	03
	1
	0x01-0x07, Controlling how many sounds the buzzer makes, if the previous buzzer sounds, it will start the buzzer sounds, and change the buzzer storage status value to the default 0x00

0x10 means closing the buzzer and not letting the buzzer sounding.

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


4） Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A05
	2
	

	Status
	0x00
	1
	

	Check
	0x6B
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 4A 05 FF 03 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 4A 05 00 6B 03
2.43 Read buzzer control status 0x4B06

Functional description: The buzzer on the device can turn off the buzzer or make the buzzer 
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B06
	2
	

	Status
	0xFF
	1
	

	Data
	0x00
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


5） Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4B05
	2
	

	Status
	0x00
	1
	

	Data
	0x00
	1
	0x00 

	Check
	0x9E
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 06 FF FF 03
Answer: 02 00 0C 00 81 39 21 22 75 11 4B 06 00 00 9E 03
2.44 Enable device QR code analysis mode 0x4221
Functional description：

1） When the device gets the two-dimensional code, it sends it directly to the server to decide or the device itself determine the two-dimensional code, Decide by this command
2） default to analyze the two-dimensional code mode for the device itself 

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4221
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	0x01:device analysis
0x00: When online is sent to the server directly, the device is not analysis, when it is offline,the device will analyze the two-dimensional code 

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4221
	2
	

	Status
	0x00
	1
	

	Check
	0x47
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 42 21 FF 01 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 42 21 00 47 03
2.47 Read device the Qrcode analysis mode 0x4B07
Functional description：

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B07
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	0x01: device analysis
0x00: When online is sent to the server directly, the device is not analysis, when it is offline,the device will analyze the two-dimensional code

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4221
	2
	

	Status
	0x00
	1
	

	Data
	0x01
	1
	0x01 device analysis

	Check
	0x9E
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 42 21 FF 01 FF 03
Answer: 02 00 0C 00 81 39 21 22 75 11 4B 07 00 01 9E 03
/////////////////////////////////////////////////////////
2.48 Audioplay 0x5803
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0010
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5803
	2
	

	Status
	0xFF
	1
	

	Data
	00

02

0001
	1

1

N
	Reserved：1 byte

Number of voice：1 byte

Voice address reverse order：

N bytes

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5803
	2
	

	Status
	0x00
	1
	

	Check
	0x7F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 10 FF FF FF FF FF FF 11 58 03 FF 00 02 00 01 00 FF 03

Answer: 02 00 0B 00 81 39 21 21 86 11 58 03 00 7F 03
2.49 Audioplay +Opendoor 0x5806
Functional description：
At the same time of voice playing, it can also perform the function of remote door opening. One command completes two functions,After this command opens the door remotely, no record will be generated。
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0010
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5806
	2
	

	Status
	0xFF
	1
	

	Data
	01

02

0001
	1
	Lock Control:1byte (0000 0001) The lower four digits are valid, the lock 1 is the lowest, 1 is valid, 0 is invalid,

Number of voice：1 byte

Voice address combination 
in reverse order：N bytes

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5806
	2
	

	Status
	0x00
	1
	

	Check
	0x7A
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 10 FF FF FF FF FF FF 11 58 06 FF 01 02 00 01 00 FF 03

Answer: 02 00 0B 00 81 39 21 21 86 11 58 06 00 7A 03
2.50 TFT display Text 0x5913
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0010
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5913
	2
	

	Status
	0xFF
	1
	

	Data
	00

03
313233
	1

1

N
	Reserved：1 byte

Number of Charactors：1 byte

Charactors:”123” Ascii:0x313233



	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5803
	2
	

	Status
	0x00
	1
	

	Check
	0x7F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 10 FF FF FF FF FF FF 11 59 13 FF 01 03 31 32 33 FF 03
Answer: 02 00 10 FF FF FF FF FF FF 11 59 13 FF 01 03 31 32 33 FF 03
2.51 TFT display Text and Open 0x5916
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0010
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5916
	2
	

	Status
	0xFF
	1
	

	Data
	01

03

313233
	1

1

N
	01:open realy1

02:open relay2

03:open realy1and2

Number of Charactors：1 byte

Charactors:”123” Ascii:0x313233



	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5803
	2
	

	Status
	0x00
	1
	

	Check
	0x7F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 10 FF FF FF FF FF FF 11 59 16 FF 01 03 31 32 33 FF 03
Answer: 02 00 10 FF FF FF FF FF FF 11 59 16 FF 01 03 31 32 33 FF 03
2.52 Set weigian 34/26 0x4A16
Functional description：

1) This function is to allow the card series number read by Wigan 34 card reader to be converted to the card number of Wigan 26, making the card number compatible with the card number in the software system。

2) Default is weigen 34
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A16
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	0x00:weigian34

0x01: weigian 26 

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A16
	2
	

	Status
	0x00
	1
	

	Check
	0x78
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 4A 16 FF 01 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 4A 16 00 78 03
2.53 Read weigian parameter 0x4B08
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4A16
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	0x00:weigian34

0x01: weigian 26 

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4A16
	2
	

	Status
	0x00
	1
	

	Data
	0x00
	
	0x00: weigian 34

	Check
	0x90
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 08 FF FF 03
Answer: 02 00 0C 00 81 39 21 22 75 11 4B 08 00 00 90 03
2.54  Set Project No. and Room No. 0x4220
Functional description：

1) If the two-dimensional code chooses the matching method of project No. and room No., the project No. and Room No. need to be downloaded to the device.
2）Project No. is 4 bytes, Room No. is 4 bytes, a total of 8 bytes of project No. and Room No.  can only be 0-9, A, B, C, D, E, F (regardless of case)
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4220
	2
	

	Status
	0xFF
	1
	

	Data
	51 81 01 02 
03 01 05 02
	8
	Project No.:4bytes ->“51810102”
Room No.:4bytes->”03010502”


	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4220
	2
	

	Status
	0x00
	1
	

	Check
	0xB6
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 13 FF FF FF FF FF FF 11 42 20 FF 51 81 01 02 03 01 05 02 FF 03
Answer: 02 00 0B 00 81 39 21 22 75 11 42 20 00 B6 03
2.55 Read Project No. and Room No 0x4B09
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B09
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4B09
	2
	

	Status
	0x00
	1
	

	Data
	51 81 01 02 
03 01 05 02
	8
	Project No.:4bytes ->“51810102”
Room No.:4bytes->”03010502”


	Check
	0x58
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 09 FF FF 03
Answer: 02 00 13 00 81 39 21 22 75 11 4B 09 00 51 81 01 02 03 01 05 02 58 03
2.56 Common voice address settings 0x4222
Functional description：

1) his parameter is set to play the voice address when the device parses the card or the two-dimensional code
2）Two-dimensional code legal in and out voice; card legal in and out voice; card illegal in and out voice; door button voice; remote confirmation voice, a total of 8 voice address settings. If the setting value is 0x00, this voice is not played after this event occurs
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4222
	2
	

	Status
	0xFF
	1
	

	Data
	07 05 AF 05 00 B3 03 66
	8
	Barcode legal In：1byte
Barcode legal Out:1byte

card entry：1byte卡片合法出:1byte

Card Illegal In：1byte
Card Illegal Out:1byte

Button Out: 1byte
Remote Confirm In:1byte

The names of voice addresses and voice are shown in table 2-2

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4222
	2
	

	Status
	0x00
	1
	

	Check
	0x44
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 13 FF FF FF FF FF FF 11 42 22 FF 07 05 AF 05 00 B3 03 66 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 42 22 00 44 03
2.57 Read common voice addresses 0x4B0A
Functional description：

1) This parameter is set to play the voice address when the device parses the card or the two-dimensional code
2）Two-dimensional code legal in and out voice; card legal in and out voice; card illegal in and out voice; door button voice; remote confirmation voice, a total of 8 voice address settings. If the setting value is 0x00, this voice is not played after this event occurs
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B0A
	2
	

	Status
	0xFF
	1
	

	Data
	07 05 AF 05 00 B3 03 66
	8
	Barcode legal In：1byte Barcode legal out:1byte

Legal card In：1byte 
Legal card out:1byte

Illegal card In：1byte
Illegal card Out:1byte

Exit button Out: 1byte
Remote confirm In:1byte

Voice address and the voice name，see table2-2

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4B0A
	2
	

	Status
	0x00
	1
	

	Data
	07 05 AF 05 00 B3 03 66
	8
	Barcode legal In：1byte Barcode legal out:1byte

Legal card In：1byte 
Legal card out:1byte

Illegal card In：1byte

Illegal card Out:1byte

Exit button Out: 1byte

Remote confirm In:1byte

Voice address and the voice name，see table2-2

	Check
	0xF3
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 0A FF FF 03
Answer: 02 00 13 00 81 39 21 22 75 11 4B 0A 00 07 05 AF 05 00 B3 03 66 F3 03
Table 2-2, voice address and voice content
注: Note: the name of the blue background is newly added content, and some devices do not have this voice
	Addr
	Voice name
	Addr
	Voice name
	Addr
	Voice name
	Addr
	Voice name
	Addr
	Voice name

	0x00
	欢迎光临
	0x01
	您好
	0x02
	对不起
	0x03
	祝您一路顺风
	0x04
	请进

	0x05
	欢迎您下次光临
	0x06
	禁止进入
	0x07
	祝您一路平安
	0x08
	身份验证成功
	0x09
	身份验证失败

	0x0A
	二维码无效
	0x0B
	二维码已使用
	0x0C
	设备未登记
	0x0D
	用户不存在
	0x0E
	无效二维码

	0x0F
	次
	0x10
	请刷卡
	0x11
	参数无效
	0x12
	操作失败
	0x12
	操作失败

	0x13
	设置成功
	0x14
	操作成功
	0x15
	滴滴滴
	0x16
	谢谢使用
	0x17
	剩余(次)

	0x18
	身份确认
	0x19
	请核实身份
	0x1A
	非法进入
	0x1B
	非法离开
	0x1C
	正常进入

	0x1D
	正常离开
	0x1E
	
	0x1F
	
	0x20
	分
	0x21
	秒

	0x22
	剩余
	0x23
	剩余时间
	0x24
	时间
	0x25
	已经撤防
	0x26
	已经开启布防

	0x27
	有线联网成功
	0x28
	有线联网失败
	0x29
	转换到无线联网
	0x2A
	普通票
	0x2B
	儿童票

	0x2C
	家庭票
	0x2D
	情侣票
	0x2E
	亲子票
	0x2F
	活动票
	0x30
	老年票

	0x31
	成人票
	0x32
	团体票
	0x33
	请与工作人员联系
	0x34
	欢迎再次光临
	0x35
	证件只限本人使用

	0x36
	无效卡
	0x37
	月票
	0x38
	季票
	0x39
	年票
	0x3A
	

	0x3B
	
	0x3C
	
	0x3D
	
	0x3E
	
	0x3F
	

	0x40
	有效证件
	0x41
	无效证件
	0x42
	超过有效次数
	0x43
	准备拍照,请看镜头
	0x44
	正在核对照片,请稍候

	0x45
	有效实体票
	0x46
	有效电子票
	0x47
	无效票
	0x48
	门票重复使用
	0x49
	优惠票

	0x4A
	请随手关门
	0x4B
	请关上内门
	0x4C
	请关上外门
	0x4D
	双开已启动
	0x4E
	

	0x4F
	
	0x50
	请进
	0x51
	超过使用次数
	0x52
	已过期
	0x53
	尚未生效

	0x54
	设备编号不正确
	0x55
	项目编号不正确
	0x56
	楼栋编号不正确
	0x57
	加密密钥不正确
	0x58
	长度错误

	0x59
	设备已过期
	0x5A
	编号数量异常
	0x5B
	错误
	0x5C
	
	0x5D
	

	0x5E
	
	0x5F
	
	0x60
	
	0x61
	
	0x62
	

	0x63
	
	0x64
	
	0x65
	
	0x66
	请稍候
	0x67
	

	0x68
	请注意
	0x69
	入场受限
	0x6A
	年卡
	0x6B
	月卡
	0x6C
	季度卡

	0x6D
	请通行
	0x6E
	无效
	0x6F
	错误
	0x70
	临时卡
	0x71
	时租卡

	0x72
	月租卡
	0x73
	免费卡
	0x74
	贵宾卡
	0x75
	管理卡
	0x76
	正常刷卡

	0x77
	连续刷卡未通过
	0x78
	通过未刷卡
	0x79
	请刷卡
	0x7A
	非法卡片
	0x7B
	此卡未授权

	0x7C
	红外被阻挡
	0x7D
	红外检测异常
	0x7E
	未刷卡通过
	0x7F
	
	0x80
	0

	0x81
	1
	0x82
	2
	0x83
	3
	0x84
	4
	0x85
	5

	0x86
	6
	0x87
	7
	0x88
	8
	0x89
	9
	0x8A
	十

	0x8B
	百
	0x8C
	千
	0x8D
	万
	0x8E
	点
	0x8F
	元

	0x90
	年
	0x91
	月
	0x92
	日
	0x93
	天
	0x94
	

	0x95
	
	0x96
	
	0x97
	
	0x98
	
	0x99
	

	0x9A
	
	0x9B
	
	0x9C
	分
	0x9D
	
	0x9E
	

	0x9F
	
	0xA0
	收
	0xA1
	费
	0xA2
	请交费
	0xA3
	您好

	0xA4
	
	0xA5
	
	0xA6
	对不起
	0xA7
	
	0xA8
	

	0xA9
	余额不足
	0xAA
	欢迎您下次光临
	0xAB
	祝您一路顺风
	0xAC
	
	0xAD
	请重刷

	0xAE
	请重试
	0xAF
	欢迎光临
	0xB0
	
	0xB1
	刷卡成功请通过
	0xB2
	欠费进入请充值

	0xB3
	此卡为非法卡
	0xB4
	
	0xB5
	此卡已过期
	0xB6
	此卡已入场
	0xB7
	红外检测异常

	0xB8
	卡被回收
	0xB9
	卡片不足
	0xBA
	卡仓无卡
	0xBB
	此卡已出场
	0xBC
	欢迎光临

	0xBD
	
	0xBE
	
	0xBF
	
	0xC0
	
	0xC1
	

	0xC2
	
	0xC3
	
	0xC4
	
	0xC5
	
	0xC6
	

	0xC7
	
	0xC8
	
	0xC9
	
	0xCA
	
	0xCB
	


2.58 Set QR. code voice address 0x4224
Functional description： When the device parses two-dimensional code, abnormal or erroneous situations can be played out by voice form, so as to find problems, and through this function to modify the broadcast voice content to meet the needs of the scene。
Request command
"QR OpenDoor","QR times not enough",

"QR Expired",
"Start date Error","MAC Error",

 "Project code Error","Room code Error",
"QR Key Error",
"QR length Error","Device Expired",
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4224
	2
	

	Status
	0xFF
	1
	

	Data
	51 52 53 6E 55 56 57 58 59 5A 5B 5C 5D 5E 5F 60
	16
	"QR OpenDoor",
"QR times not enough",


"QR Expired",

"Start date Error",
"MAC Error",

 "Project code Error",
"Room code Error",

"QR Key Error",

"QR length Error",
"Device Expired",
"MAC Counter Error",
"Other error",
"reserve",
" reserve ",
" reserve "
" reserve "

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4224
	2
	

	Status
	0x00
	1
	

	Check
	0x46
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 13 FF FF FF FF FF FF 11 42 22 FF 07 05 AF 05 00 B3 03 66 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 42 24 00 46 03
2.59 Read QR. code voice address 0x4B0B
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0013
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B0B
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x001B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4B0B
	2
	

	Status
	0x00
	1
	

	Data
	51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F FF
	16
	"QR OpenDoor",
"QR times not enough",


"QR Expired",

"Start date Error",
"MAC Error",

 "Project code Error",
"Room code Error",

"QR Key Error",

"QR length Error",
"Device Expired",
"MAC Counter Error",
"Other error",
"reserve",
" reserve ",
" reserve "
" reserve "

	Check
	0x8E
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 0B FF FF 03
Answer: 02 00 1B 00 81 39 93 12 64 11 4B 0B 00 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F FF B8 03
2.60 Download PM Card 0x4204
Functional description：
1） PM Card is not a super open door card, but a card that can be registered or registered for other cards. No registered card, through the PM card, can become a legitimate card (temporary), legitimate card through the PM card, can become illegal card, in the case of network disconnection, through this way, can temporarily register card or delete card. 
2） PM Card Usage: within 20 seconds after swiping the PM Card, swiping the illegal card into a legal card, swiping the legal card into an illegal card; after the registration or cancellation of the card
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x003F
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4204
	2
	

	Status
	0xFF
	1
	

	Data
	9C D4 09 7E 9C D4 09 71 9C D4 09 72 9C D4 09 73 9C D4 

09 74 9C D4 09 75 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1
	52
	System PM Card：20bytes 5 cards
Each door can have a PM Card: 32 bytes, each door can has 2 PM cards, total is 8 Cards

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x003F
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4204
	2
	

	Status
	0xFF
	1
	the device does not support this command

	Data
	9C D4 09 7E 9C D4 09 71 9C D4 09 72 9C D4 09 73 9C D4 09 74 9C D4 09 75 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1
	52
	

	Check
	0xA8
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 3F FF FF FF FF FF FF 11 42 22 FF 9C D4 09 7E 9C D4 09 71 9C D4 09 72 9C D4 09 73 9C D4 09 74 9C D4 09 75 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF 03
Answer: 02 00 3F 00 81 39 21 21 86 11 42 04 FF 9C D4 09 7E 9C D4 09 71 9C D4 09 72 9C D4 09 73 9C D4 09 74 9C D4 09 75 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 FF FF FF F1 A8 03
2.61 Read PM card 0x4B0C
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B0C
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x003F
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4204
	2
	

	Status
	0xFF
	1
	the device does not support this command

	Check
	0x6C
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 0C FF FF 03
Answer: 02 00 0B 00 81 39 21 22 75 11 4B 0C FF 6C 03
2.62 Clear all cards 0x4202
Functional description：Clear all card numbers in the device; when downloading cards in batches, you need to clear all card numbers in the device before downloading cards in batches。
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4202
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4202
	2
	

	Status
	0x00
	1
	OK

	Check
	0x46
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 42 02 FF FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 42 02 00 64 03
2.63 Download single card 0x4200
	Request command 
参数
	数值
	字节数
	说明

	Start code
	0x02
	1
	

	Length
	0x0016
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4200
	2
	

	Status
	0xFF
	1
	

	Data
	553A75D600FFFFFFFFFF00
	11
	Card data：11bytes

See  the table2-3

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


应答命令

	参数
	数值
	字节数
	说明

	Start code
	0x02
	1
	

	Length
	0x000F
	2
	

	MAC
	0x00813 000315
	6
	

	Type
	0x11
	1
	

	Command
	0x4200
	2
	

	Status
	0x00
	1
	成功

	Check
	0xF6
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 16 FF FF FF  FF FF FF 11 42 00 FF 55 3A 75 D6 00 FF FF FF FF FF 00 FF 03
Answer: 02 00 0B 00 81 39 00 03 15 11 42 00 00 F6 03
Table 2-3, card info.
	NO.
	Parameter name
	bytes
	default
	Explain

	1
	Card Series Number
	4
	
	card series number is 4 bytes. If it is the Weigan 26 card series number, the first byte is fixed to 0x00

	2
	Card Status
	1
	00
	0x00：Normal card；

0x02 Card with time limit；

0x03：delete card

	3
	Password
	2
	FFFF
	Such as :0x1234

	4
	Expiration date
	3
	FFFFFF
	year:1byte,month:1byte,day:1byte

	5
	reserve
	1
	00
	Fix 00


2.64 Sort batch download card 0x4203
Functional description：

1） sort the batch download card before executing the command. < clean all cards 0x4202>.
2） then sort the cards that need to be downloaded from small to large
3） take out the card number and fill in the card's info. (the card number info. is shown in table 2-3)
4） combine 16 cards or 32 cards into one packet
5） The last package, which may be the remaining 16 or 32 cards, will directly combine the remaining card info. into a package to download
6） Every time you download a package, you must wait for the batch download package command to return and check whether the status value returned is successful or the device card number is full, and then download the next package。
Request command 
	Parameter 
	data
	byte
	Explain

	Start code
	0x02
	1
	

	Length
	0x042E
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4203
	2
	

	Status
	0xFF
	1
	

	Data
	00 00 

60 

20 00 9C 03 00 12 34 FF FF FF 00 

20 00 9C 04 00 12 34 FF FF FF 00 

20 00 9C 05 00 12 34 FF FF FF 00 

20 00 9C 06 00 12 34 FF FF FF 00 

……

20 00 9C 62 00 12 34 FF FF FF 00
	531
	1. Card number: 2 bytes, the number of the first card in the current download package among all downloaded cards

2. How many cards are there in the package: 0x30 or 0x60, or the remaining number of cards in the last package

48 or 96 cards, if the last package is not enough for 48 or 96 cards, fill in the remaining number of cards

3. Card number attribute combination: 11 * 48 (96 or remaining cards)

1st card attribute: 11 bytes

2nd card attribute: 11 bytes

96th card attribute: 11 bytes

The specific description of card number attributes is shown in Table 2-3

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	Parameter 
	data
	byte
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0x00 81 36 66 61 37
	6
	

	Type
	0x11
	1
	

	Command
	0x4203
	2
	

	Status
	0x00
	1
	OK

	Data
	60
	4
	下载16张卡

	Check
	0xBB
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 04 2E FF FF FF FF FF FF 11 42 03 FF 00 00 60 20 00 9C 03 00 12 34 FF FF FF 00 20 00 9C 04 00 12 34 FF FF FF 00 20 00 9C 05 00 12 34 FF FF FF 00 20 00 9C 06 00 12 34 FF FF FF 00 20 00 9C 07 00 12 34 FF FF FF 00 20 00 9C 08 00 12 34 FF FF FF 00 20 00 9C 09 00 12 34 FF FF FF 00 20 00 9C 0A 00 12 34 FF FF FF 00 20 00 9C 0B 00 12 34 FF FF FF 00 20 00 9C 0C 00 12 34 FF FF FF 00 20 00 9C 0D 00 12 34 FF FF FF 00 20 00 9C 0E 00 12 34 FF FF FF 00 20 00 9C 0F 00 12 34 FF FF FF 00 20 00 9C 10 00 12 34 FF FF FF 00 20 00 9C 11 00 12 34 FF FF FF 00 20 00 9C 12 00 12 34 FF FF FF 00 20 00 9C 13 00 12 34 FF FF FF 00 20 00 9C 14 00 12 34 FF FF FF 00 20 00 9C 15 00 12 34 FF FF FF 00 20 00 9C 16 00 12 34 FF FF FF 00 20 00 9C 17 00 12 34 FF FF FF 00 20 00 9C 18 00 12 34 FF FF FF 00 20 00 9C 19 00 12 34 FF FF FF 00 20 00 9C 1A 00 12 34 FF FF FF 00 20 00 9C 1B 00 12 34 FF FF FF 00 20 00 9C 1C 00 12 34 FF FF FF 00 20 00 9C 1D 00 12 34 FF FF FF 00 20 00 9C 1E 00 12 34 FF FF FF 00 20 00 9C 1F 00 12 34 FF FF FF 00 20 00 9C 20 00 12 34 FF FF FF 00 20 00 9C 21 00 12 34 FF FF FF 00 20 00 9C 22 00 12 34 FF FF FF 00 20 00 9C 23 00 12 34 FF FF FF 00 20 00 9C 24 00 12 34 FF FF FF 00 20 00 9C 25 00 12 34 FF FF FF 00 20 00 9C 26 00 12 34 FF FF FF 00 20 00 9C 27 00 12 34 FF FF FF 00 20 00 9C 28 00 12 34 FF FF FF 00 20 00 9C 29 00 12 34 FF FF FF 00 20 00 9C 2A 00 12 34 FF FF FF 00 20 00 9C 2B 00 12 34 FF FF FF 00 20 00 9C 2C 00 12 34 FF FF FF 00 20 00 9C 2D 00 12 34 FF FF FF 00 20 00 9C 2E 00 12 34 FF FF FF 00 20 00 9C 2F 00 12 34 FF FF FF 00 20 00 9C 30 00 12 34 FF FF FF 00 20 00 9C 31 00 12 34 FF FF FF 00 20 00 9C 32 00 12 34 FF FF FF 00 20 00 9C 33 00 12 34 FF FF FF 00 20 00 9C 34 00 12 34 FF FF FF 00 20 00 9C 35 00 12 34 FF FF FF 00 20 00 9C 36 00 12 34 FF FF FF 00 20 00 9C 37 00 12 34 FF FF FF 00 20 00 9C 38 00 12 34 FF FF FF 00 20 00 9C 39 00 12 34 FF FF FF 00 20 00 9C 3A 00 12 34 FF FF FF 00 20 00 9C 3B 00 12 34 FF FF FF 00 20 00 9C 3C 00 12 34 FF FF FF 00 20 00 9C 3D 00 12 34 FF FF FF 00 20 00 9C 3E 00 12 34 FF FF FF 00 20 00 9C 3F 00 12 34 FF FF FF 00 20 00 9C 40 00 12 34 FF FF FF 00 20 00 9C 41 00 12 34 FF FF FF 00 20 00 9C 42 00 12 34 FF FF FF 00 20 00 9C 43 00 12 34 FF FF FF 00 20 00 9C 44 00 12 34 FF FF FF 00 20 00 9C 45 00 12 34 FF FF FF 00 20 00 9C 46 00 12 34 FF FF FF 00 20 00 9C 47 00 12 34 FF FF FF 00 20 00 9C 48 00 12 34 FF FF FF 00 20 00 9C 49 00 12 34 FF FF FF 00 20 00 9C 4A 00 12 34 FF FF FF 00 20 00 9C 4B 00 12 34 FF FF FF 00 20 00 9C 4C 00 12 34 FF FF FF 00 20 00 9C 4D 00 12 34 FF FF FF 00 20 00 9C 4E 00 12 34 FF FF FF 00 20 00 9C 4F 00 12 34 FF FF FF 00 20 00 9C 50 00 12 34 FF FF FF 00 20 00 9C 51 00 12 34 FF FF FF 00 20 00 9C 52 00 12 34 FF FF FF 00 20 00 9C 53 00 12 34 FF FF FF 00 20 00 9C 54 00 12 34 FF FF FF 00 20 00 9C 55 00 12 34 FF FF FF 00 20 00 9C 56 00 12 34 FF FF FF 00 20 00 9C 57 00 12 34 FF FF FF 00 20 00 9C 58 00 12 34 FF FF FF 00 20 00 9C 59 00 12 34 FF FF FF 00 20 00 9C 5A 00 12 34 FF FF FF 00 20 00 9C 5B 00 12 34 FF FF FF 00 20 00 9C 5C 00 12 34 FF FF FF 00 20 00 9C 5D 00 12 34 FF FF FF 00 20 00 9C 5E 00 12 34 FF FF FF 00 20 00 9C 5F 00 12 34 FF FF FF 00 20 00 9C 60 00 12 34 FF FF FF 00 20 00 9C 61 00 12 34 FF FF FF 00 20 00 9C 62 00 12 34 FF FF FF 00 FF 03
Answer: 02 00 0C 00 81 36 66 61 37 11 42 03 00 60 BB 03
2.65 Read card information 0x4300
	Parameter 
	data
	byte
	Explain

	Start code
	0x02
	1
	

	Length
	0x000F
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4300
	2
	

	Status
	0xFF
	1
	

	Data
	0x55 3A 75 D6
	4
	Card number to be queried

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	Parameter 
	data
	byte
	Explain

	Start code
	0x02
	1
	

	Length
	0x0016
	2
	

	MAC
	0x008139000315
	6
	

	Type
	0x11
	1
	

	Command
	0x4300
	2
	

	Status
	0x00
	1
	OK

	Data
	553A75D600FFFFFFFFFF00
	11
	Fplease refer to the card number attributes in Tables 2-3

	Check
	0x46
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02000FFFFFFFFFFFFF114300FF553A75D6FF03
Answer: 02001600813900031511430000553A75D600FFFFFFFFFF00D903
2.66 Download Weekly programming  0x4800
Functional description：
1） Weekly programming term definition 1.3 see term definition
2） weekly Programming  can edit 8 time periods a day. If only 3 time periods are used, the first 3 time periods and the last 5 time periods are used. Fill in FFFFFFFF directly
3） the device supports only 15 weekly Programming, and the weekly programming number is 1-15 (0x01-0x0F)。

System default 0x00 week programming, which means no weekly programming，

4） a weekly programming, 224 bytes, a total of 15 weeks, programming a total of 3360 bytes
5） Request command
	Parameter 
	data
	byte
	Explain

	Start code
	0x02
	1
	

	Length
	0x00 EC
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4800
	2
	

	Status
	0xFF
	1
	

	Data
	01 
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	225
	1. weekly programming NO，1byte,（0x01-0x0F）
2. Time combination：224bytes, a time period of 4 bytes, 8 times a day for 32 bytes, 32*7=224 bytes a week.
Sunday’s Time period:32bytes
(No time period )
Monday’s Time period:32bytes

(08:00-12:00,14:00-18:00)

Tuesday’s Time period:32bytes

(08:00-12:00,14:00-18:00)

Wednesday’s Time period:32bytes

 (08:00-12:00,14:00-18:00)

Thursday’s Time period:32bytes

 (08:00-12:00,14:00-18:00)

Friday’s Time period:32bytes
(08:00-12:00,14:00-18:00)

Saturday’s Time period :32bytes:32bytes

(08:00-12:00,14:00-18:00)
3. Time period: 08001200, 8:00-12:00 a.m., 24 hours, time in hexadecimal, 0x08001200 is hexadecimal

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4800
	2
	

	Status
	0x00
	1
	OK

	Check
	0x6C
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 EC FF FF FF FF FF FF 11 48 00 FF 01 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

FF 03
Answer: 02 00 0B 00 81 39 21 22 75 11 48 00 00 9C 03
2.67 Read Weekly programming 0x4900

Functional description: Query weekly programming details
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4900
	2
	

	Status
	0xFF
	1
	

	Data
	01 
	
	Weekly NO.，1byte,（0x01-0x0F）

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x00EC
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4900
	2
	

	Status
	0x00
	1
	OK

	Data
	01 
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	225
	1 Weekly NO.:1byte

2 Sunday to Saturday ,total seven days, 8 Time period a day, 4 bytes per Time period, combined 224bytes

	Check
	0x7B
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 49 00 FF 01 FF 03
Answer: 02 00 EC 00 81 39 21 22 75 11 49 00 00 01 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 7B 03
2.68 Weigian output pulse width setting 0x4223

Functional description:
1) In addition to the basic parameters of Weigian 26/34, the Weigian communication protocol has Weigian high and low level and output pulse parameters. In order to make each controller device compatible with the output Wigan pulse width of the integrated machine, this command is used to set it up。
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4223
	2
	

	Status
	0xFF
	1
	

	Data
	0x02 
	1
	Pulse width value:0x02-0x0A

Actual pulse width = pulse width X100us

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x4223
	2
	

	Status
	0x00
	1
	OK

	Check
	0x45
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 42 23 FF 02 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 42 23 00 45 03
2.69 Read Weigian output pulse width 0x4B0D

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x4B0D
	2
	

	Status
	0xFF
	1
	

	Data
	0x02 
	1
	Pulse width value:0x02-0x0A

Actual pulse width = pulse width X100us

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0x008139212275
	6
	

	Type
	0x11
	1
	

	Command
	0x4223
	2
	

	Status
	0x00
	1
	OK

	Data
	0x02
	1
	200us

	Check
	0x97
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 4B 0D FF FF 03
Answer: 02 00 0C 00 81 39 21 22 75 11 4B 0D 00 02 97 03
2.70 Enable the card Series number to Weigian output. 0x5007

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000F
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5007
	2
	

	Status
	0xFF
	1
	

	Data
	0x01123456
	1
	Card series number to be converted

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5007
	2
	

	Status
	0x01
	1
	This command is not supported.

	Check
	0x72
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0F FF FF FF FF FF FF 11 50 07 FF 01 12 34 56 FF 03
Answer: 02 00 0B 00 81 39 21 21 86 11 50 07 01 72 03

2.71 Download the open schedule 0x5C00
Functional description：
1) Open schedule, refers to a week from Sunday to Saturday, there are eight times a day, if the opening schedule of the door is activated, if the current time is set in the eight times a day, then the corresponding door will open in this period of time。

2) The format of the timetable is the same as the weekly programming format. It also defines data in 8 periods of time per day。

3) An open schedule, like weekly programming, has 224 bytes, and an open schedule contains two open schedules, gate 1 and gate 2, totaling 448 bytes
6） Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x01CB
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5C00
	2
	

	Status
	0xFF
	1
	

	Data
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	448
	Door 1 timetable：224bytes

Door 2 timetable：224bytes

Time period：08001200， 8:00-12:00，In 24 hours

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5C02
	2
	


	Status
	0x00
	1
	OK

	Check
	0x6C
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 01 CB FF FF FF FF FF FF 11 5C 00 FF 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  // Door 1 Sunday 8 time periods
08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF // Door 1 Monday 8 time periods
08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF // Door 1 Saturday 8 time periods
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  // Door 2Sunday 8 time periods
08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF // Door 1 Monday 8 time periods
08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 

08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF // Door 2 Saturday 8 time periods
FF 03
Answer: 02 00 0B 00 81 39 21 22 75 11 5C 00 00 88 03
2.72 Read open schedule 0x5D00

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5D00
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5D00
	2
	

	Status
	0x00
	1
	OK

	Data
	FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
	448
	Door 1 timetable：224bytes

Door 2 timetable：224bytes

	Check
	0x8B
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 5D 00 FF FF 03
Answer: 02 01 CB 00 81 39 21 22 75 11 5D 00 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 08 00 12 00 14 00 18 30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 48 03
2.73 Enable open schedule 0x5C01

Functional description:
Open schedule state,  Enable or diable, that is, make open table valid or invalid command 
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000C
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5C01
	2
	

	Status
	0xFF
	1
	

	Data
	0x01
	1
	0x01: Enable the door 1 open schedule
0x02: Enable the door 1 open schedule
0x03: Enable the door 1&2 open schedule
0x00: disable the door 1&2 open schedule

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212275
	6
	

	Type
	0x11
	1
	

	Command
	0x5C01
	2
	

	Status
	0x00
	1
	

	Check
	0x89
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0C FF FF FF FF FF FF 11 5C 01 FF 00 FF 03
Answer: 02 00 0B 00 81 39 21 22 75 11 5C 01 00 89 03
2.74 Read open schedule status 0x5D01

Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5D01
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x008139212275
	6
	

	Type
	0x11
	1
	

	Command
	0x5D01
	2
	

	Status
	0x00
	1
	

	Data
	0x03
	1
	0x03: Enable the door 1&2 open schedule

	Check
	0x8F
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 5D 01 FF FF 03
Answer: 02 00 0C 00 81 39 21 22 75 11 5D 01 00 00 8F 03
2.75 Device intelligent search 0x5503（UDP broadcast）
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5503
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0033
	2
	

	MAC
	0x008139212186
	6
	Device MAC

	Type
	0x11
	1
	

	Command
	0x5503
	2
	

	Status
	0x00
	1
	successful

	Data
	C0 A8 01 10 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E 31 31 30 32 44 4C 38 30 30 4D 32 53 56 35 2E 33 2E 30 39 00 
	40
	IP：4bytes

MAC:6bytes

Gate:4bytes

Mask:4bytes

Port:2bytes

Version:20bytes

	Check
	0x09
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B FF FF FF FF FF FF 11 55 03 FF FF 03
Answer: 02 00 33 00 81 39 22 01 15 11 55 03 00 C0 A8 01 10 00 81 39 22 01 15 C0 A8 01 01 FF FF FF 00 27 0E 31 31 30 32 44 4C 38 30 30 4D 32 53 56 38 2E 32 2E 30 31 00 F0 03
2.76 Setting network parameters 0x5400（UDP broadcast）
Functional description：

1） This function is actually "set network parameters" command 5400, only when sent, the IP address is different, only UDP communication is supported
2） the operator changed the IP of the transmitted device to the broadcast address 255.255.255.255
Request command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0025
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5400
	2
	

	Status
	0xFF
	1
	

	Data
	00 81 39 21 21 86
C0 A8 01 12
00 81 39 21 21 86 
C0 A8 01 01
FF FF FF 00
27 0E
	26
	1. Original MAC address：6bytes

2. New IP:4bytes

3. New MAC:6bytes

4. New Gate:4bytes

5. New Mask:4bytes

6. New UDP ServerPort:2bytes

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5400
	2
	

	Status
	0x00
	1
	OK

	Data
	00 81 39 21 21 86 C0 A8 01 12 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E
	26
	

	Check
	0x9B
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 25 FF FF FF FF FF FF 11 54 00 FF 00 81 39 21 21 86 C0 A8 01 12 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E FF 03   
Answer: 02 00 25 00 81 39 21 21 86 11 54 00 00 00 81 39 21 21 86 C0 A8 01 12 00 81 39 21 21 86 C0 A8 01 01 FF FF FF 00 27 0E 9B 03
2.77 Real time upload of password 0x5516
Functional description：
1. When the IC or ID card is swiped, the device will directly upload the received card series to the configured TCP and UDP servers.

2.if card series is 00 00 00 00，Indicates that this event is not a card event
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0012
	2
	

	MAC
	0x008139212186
	6
	

	Type
	0x11
	1
	

	Command
	0x5516
	2
	

	Status
	0x00
	1
	Status value

	Data
	01 
05

01 02 03 04 05
	7
	readerNo.：1byte 

Number of keys：1byte

Press Key value:

Number:1,2,3,4,5

	Check
	0x40
	1
	

	End code
	0x03
	1
	


For Example:

Device upload: 02 00 12 00 81 39 21 21 86 11 55 16 00 01 05 01 02 03 04 05 FF 03
2.78 First command after TCP connection  0x5502
Functional description：
When device connect to tcp server in tcp mode, tcp server doesnot know who connect to it,so device  send 5502 command to tell tcp server, it is me connect to tcp server. Then Tcp server knows which device is connected, get or update device MAC and TCP connection handle, so  user can immediately control the remote device.

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0032
	2
	

	MAC
	0x008921089686
	6
	

	Type
	0x11
	1
	

	Command
	0x5502
	2
	

	Status
	0x00
	1
	Status value

	Data
	C0 A8 01 12 
00 89 21 08 96 86
C0 A8 01 01
FF FF FF 00 
27 0E 
31 31
30 32 
44 4C 36 30 30 41 32 48 56 31 2E 32 2E 38 31
	7
	device IP(192.168.1.18)

device MAC
device Gate

device Mask

UDP server Port(9998)

“1102”:

”11” device type

“02” device has 2 relays

Version(DL600A2HV1.2.81)



	Check
	0x40
	1
	

	End code
	0x03
	1
	


For Example:

Device upload: 02 00 32 00 89 21 08 96 86 11 55 02 00 C0 A8 01 12 00 89 21 08 96 86 C0 A8 01 01 FF FF FF 00 27 0E 31 31 30 32 44 4C 36 30 30 41 32 48 56 31 2E 32 2E 38 31 EA 03
2.79 TFT display Text + Screen background color+font color 0x5A13
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0016
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5A13
	2
	

	Status
	0xFF
	1
	

	Data
	01
F800
FFFF
05
3132333435
	1

2

3

1

N
	Reserve 1 byte (not open door)

Back color(F800 red 2 byte)

Font color(FFFF white 2 byte)

Number of Charactors：1 byte

Charactors:”12345” Ascii:0x3132333435



	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0011
	2
	

	MAC
	0x008139227001
	6
	

	Type
	0x11
	1
	

	Command
	0x5A13
	2
	

	Status
	0x00
	1
	

	Data
	01 F8 00 FF FF 05 31 32 33 34 35
	
	Return send data

	Check
	0x68
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 16 00 81 39 22 70 01 11 5A 13 00 01 F8 00 FF FF 05 31 32 33 34 35 68 03
Answer: 02 00 16 00 81 39 22 70 01 11 5A 13 00 01 F8 00 FF FF 05 31 32 33 34 35 68 03
2.80 Open+TFT display Text+TFT background Color+font color 0x5A16
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0016
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5A16
	2
	

	Status
	0xFF
	1
	

	Data
	01
F800
FFFF
05
3132333435
	1

2

3

1

N
	Open relay (1byte)

01:open realy1

02:open relay2

03:open realy1and2

Back color(F800 red 2 byte)

Font color(FFFF white 2 byte)

Number of Charactors：1 byte

Charactors:”12345” Ascii:0x3132333435



	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0015
	2
	

	MAC
	0x008139227001
	6
	

	Type
	0x11
	1
	

	Command
	0x5A16
	2
	

	Status
	0x00
	1
	OK

	Data
	01 F8 00 FF FF 05 31 32 33 34 35
	
	Return send data

	Check
	0x6D
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 16 FF FF FF FF FF FF 11 5A 16 FF 01 F8 00 FF FF 05 31 32 33 34 35 FF 03    //Backround red  Font white OK
Answer: 02 00 16 00 81 39 22 70 01 11 5A 16 00 01 F8 00 FF FF 05 31 32 33 34 35 6D 03
Different color values:

#define WHITE    0xFFFF    


#define BLACK         0x0000
  

#define BLUE      0x001F    


#define BRED          0XF81F

#define GRED 
    0XFFE0 


#define GBLUE


0X07FF

#define RED       0xF800



#define MAGENTA      0xF81F

#define GREEN    0x07E0



#define CYAN          
0x7FFF

#define YELLOW   0xFFE0



#define BROWN 

0XBC40

#define BRRED    0XFC07 


#define GRAY  


0X8430
2.81 DisplayPicture+ +Vioce 0x5B13
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000E
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5B13
	2
	

	Status
	0xFF
	1
	

	Data
	01 

02
01
06
	1

1
1
N
	Reserve
Picture Index(0x00-0x18)
Number of voice
Voice1 Address+Voice2 Address..

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x DC0D3003A3AF
	6
	

	Type
	0x11
	1
	

	Command
	0x5B13
	2
	

	Status
	0x00
	1
	OK

	Check
	0xBC
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0E FF FF FF FF FF FF 11 5B 13 FF 01 00 01 06 FF 03
Answer: 02 00 0B DC 0D 30 03 A3 AF 11 5B 13 00 BC 03
2.82 Open+DisplayPicture+ +Vioce 0x5B16
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000E
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5B16
	2
	

	Status
	0xFF
	1
	

	Data
	01 

03

01

04
	1

1

1

N
	Open door (1byte)

01:open realy1

02:open relay2

03:open realy1+relay2

Picture Index(0x00-0x18)

Number of voice
Voice1 Address+Voice2 Address..

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x DC0D3003A3AF
	6
	

	Type
	0x11
	1
	

	Command
	0x5B16
	2
	

	Status
	0x00
	1
	OK

	Check
	0xB9
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0F FF FF FF FF FF FF 11 5B 16 FF 01 03 01 04 FF03
Answer: 02 00 0B DC 0D 30 03 A3 AF 11 5B 16 00 B9 03

2.83 TFT screen image download_Start 0xFE00
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000E
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0xFE00
	2
	

	Status
	0xFF
	1
	

	Data
	50 

00
A0 00
	1
1

2
	Number of package =FileSize/512
0x50=80package will be download

00 picture No.
0xA000= 40KB FileSize
(The maximum file size is 40K)

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x DC0D3003A3AF
	6
	

	Type
	0x11
	1
	

	Command
	0xFE00
	2
	

	Status
	0x00
	1
	OK

	Data
	0x50
	1
	Number of package

	Check
	0x5D
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0F FF FF FF FF FF FF 11 FE 00 FF 50 00 A0 00 FF 03
Answer: 02 00 0C DC 0D 30 03 A3 AF 11 FE 00 00 50 5D 03
2.84 TFT screen download image Data 0xFE01
Request command

010001
	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x00CD
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0xFE01
	2
	

	Status
	0xFF
	1
	

	Data
	01 

Picture data:512Byte 
	1

512
	Package NO.:01 02 03…
Picture data:512Byte

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x00CD
	2
	

	MAC
	0x DC0D3003A3AF
	6
	

	Type
	0x11
	1
	

	Command
	0xFE01
	2
	

	Status
	0x00
	1
	OK

	Data
	0x01
	1
	Package NO.

	Check
	0x0D
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0F FF FF FF FF FF FF 11 FE 01 FF 01 (512 Picture data) FF 03
Answer: 02 00 0C DC 0D 30 03 A3 AF 11 FE 01 00 01 0D 03
2.85 TFT screen image download_End 0xFE02
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0xFE02
	2
	

	Status
	0xFF
	1
	

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0xDC0D3003A3AF
	6
	

	Type
	0x11
	1
	

	Command
	0xFE02
	2
	

	Status
	0x00
	1
	OK

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 0B  FF FF FF FF FF FF  11 FE 02 FF 03
Answer: 02 00 0B DC 0D 30 03 A3 AF 11 FE 02 FF 03

2.86 Open+Tft FontBKColor+Text+ Vioce+TextSendtoBT 0x5C16
Request command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x0018
	2
	

	MAC
	0xFFFFFFFFFFFF
	6
	

	Type
	0x11
	1
	

	Command
	0x5C16
	2
	

	Status
	0xFF
	1
	

	Data
	01 

F8 00 FF FF 
05 31 32 33 34 35
01 04
	1

4
N
N
	Open door (1byte)

01:open realy1

02:open relay2

03:open realy1+relay2

Font+background color:F800FFFF
Text length+Text 05+3132333435

Number of voice+voiceAddress

01+04

	Check
	0xFF
	1
	

	End code
	0x03
	1
	


Response command

	parameter
	value
	Bytes
	Explain

	Start code
	0x02
	1
	

	Length
	0x000B
	2
	

	MAC
	0x 006622028037
	6
	

	Type
	0x11
	1
	

	Command
	0x5C16
	2
	

	Status
	0x00
	1
	OK

	Check
	0xA1
	1
	

	End code
	0x03
	1
	


For Example:

Sender: 02 00 18 FF FF FF FF FF FF 11 5C 16 FF 01 F8 00 FF FF 05 31 32 33 34 35 01 04 FF 03
Answer: 02 00 0B 00 66 22 02 80 37 11 5C 16 00 A1 03
